Data Protection (transparency) information for Participant Information Sheets
This guidance may be subject to change. We would advise that you refer back to this source document when needed rather than making copies that may become out of date. This guidance was last updated in April 2026. 
Guidance for researchers
What is this for?
Data protection law requires those working for, or under the auspices of, the University of Reading (as the Data Controller) to ensure that transparency information is delivered to those participants that provide us with their personal data for use in research activities.
This is often referred to as a ‘Privacy Notice’ or ‘Fair Processing Notice’
In the context of research studies, this can be incorporated into the messaging provided in your Participant Information Sheets.
The law dictates the specific details to be delivered, and the rights individuals have in respect of their personal data.
Some of these rights are limited when connected to research data, but only to the extent that upholding those rights (for example, the right to request erasure of data) would be prejudicial to the research objectives. For this reason, all rights are explained with the caveat that some may be restricted.
When is it required?
The transparency information must be delivered by the Data Controller for the personal data. In simple terms, if the University (or a researcher working for the University) is deciding why the data is needed, what to collect, and collecting this from the individuals concerned, it will be the Data Controller, and responsible for including the transparency information.
In some instances, personal data may be collected by another organisation or party, who may act as the Data Controller, and therefore be responsible for the delivery of the information and may provide their own PIS and/or transparency wording. 
Do I have to use the exact wording in this guidance document?
The below suggested wording aims to ensure the necessary transparency information is covered with the Participant Information Sheet. Providing these are covered within the participant facing information, you have the discretion to decide on the exact wording. You can take into account your audience and the structure of your participant facing information and are free to decide on the order and placement of this information. If you are delivering the information to those that may benefit from a simplified version, you can amend, but must be sure to include the key information as detailed on Page 3 of the ‘Data Protection Guidance for Researchers’.
What needs to be included in my Participant Information Sheet?
The below information within the grey box should be added to all Participant Information Sheets. You will need to add your research study contact address where highlighted.The organisation responsible for protection of your personal information is the University of Reading (the Data Controller). Queries regarding data protection and your rights should be directed to the University Data Protection Officer at imps@reading.ac.uk, or in writing to: University of Reading, Information Management & Policy Services, Whiteknights House, Pepper Lane, Whiteknights, Reading , RG6 6UR, UK.
The University of Reading collects, analyses, uses, shares and retains personal data for the purposes of research in the public interest. Under data protection law we are required to inform you that this use of the personal data we may hold about you is on the lawful basis of being a public task in the public interest and where it is necessary for scientific or historical research purposes. If you withdraw from a research study, which processes your personal data, dependant on the stage of withdrawal, we may still rely on this lawful basis to continue using your data if your withdrawal would be of significant detriment to the research study aims. We will always have in place appropriate safeguards to protect your personal data.
If we have included any additional requests for use of your data, for example adding you to a registration list for the purposes of inviting you to take part in future studies, this will be done only with your consent where you have provided it to us and should you wish to be removed from the register at a later date, you should contact: XXXX
You have certain rights under data protection law which are:
•	Withdraw your consent, for example if you opted in to be added to a participant register
•	Access your personal data  or ask for a copy
•	Rectify inaccuracies in personal data that we hold about you
•	Be forgotten, that is your details to be removed from systems that we use to process your personal data
•	Restrict uses of your data
•	Object to uses of your data, for example retention after you have withdrawn from a study
Some restrictions apply to the above rights where data is collected and used for research purposes. 
You can find out more about your rights on the website of the Information Commissioners Office (ICO) at https://ico.org.uk
You also have a right to complain the ICO if you are unhappy with how your data has been handled. Please contact the University Data Protection Officer in the first instance.


You do not need to include the box or the grey background – just the text.
In addition to the above, there are some requirements that vary case by case dependant on your research project. You will also need to ensure that the below are explained in your Participant Information Sheet.
The purposes of the use of personal data (what the study is for)
It is likely that you will explain the purposes of the study to your participants as standard within your Participant Information Sheet or other participant facing information. Providing this is covered you will have met this requirement. You have discretion on this wording.
The categories of personal data that are not obtained directly from the participant (if applicable)
This will only apply if your are collecting or obtaining personal data of your participants from someone other than the participant (or in the case of children, someone other than their parent/guardian)
For example, if your study involves obtaining personal data from the NHS, but you are delivering the transparency information, you should be clear that the NHS are sharing data they have collected with the University. 
If you are collecting the personal data from your participant’s directly, you can omit this requirement, as it is not applicable.
The recipients or categories of recipients of the personal data
You should include information on who will have access to the personal data of your participants. We would advise that, internally, you keep this high level and not specific named research staff. For example, ‘researchers at the University that are involved in the study’.
If you intend to share personal data of participants outside the University, for example, other researchers at other Universities, or external organisations you are collaborating with, you should make this clear and name those organisations. 
The details of transfers of the personal data to any countries outside the UK and EU that have do not afford the personal data the same protections as within the UK.
If you are sharing personal data with an organisation based in the EEA, you can omit this as these countries have comparable protections.
If you are sharing personal data with organisations based in Andorra, Argentina, Faroe Islands, Gibraltar, Guernsey, Isle of Man, Israel, Jersey, New Zealand, Switzerland, Uruguay, and the Republic of Korea, you can omit this as these countries have comparable protections deemed adequate.
If you are sharing personal data outside of the above, include the below text in grey, and tailor as highlighted:This research study will involve the transfer of [insert categories of personal data here] to [insert name of organisation] who are based in [insert country]. We will only transfer personal data where we have ensured that we have in place suitable safeguards as required under law to ensure they also protect your personal data.


The retention periods for the personal data
Please refer to the above guidance on ‘retention and deletion of personal data’.

You have discretion to include information that reflects your own retention needs.

If unsure, the below is provided and can be included, providing you have measures in place to ensure these assurances are met in practice:
Retention periods for the data that identifies you can be dependant on the nature of the research and our researchers may need to apply a case by case assessment to determine how long records and data should be kept. Your personal data will only be retained for as long as it is needed for the purposes of the research, and will always be held securely.


A note on exemptions
Data protection law makes provisions from exemptions from some of the transparency requirements for activities connected to research. These only apply in circumstances where meeting these requirements would involve a disproportionate effort or prevent or seriously impair the purposes of the research. They are unlikely to apply where complying with them would simply be inconvenient or require additional administrative work.
As these vary case by case, advice can be sought from imps@reading.ac.uk if you believe these may apply.
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