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Data Protection Guidance for 
Researchers
This guidance may be subject to change. We would advise that you refer back to this source document when needed rather than making copies that may become out of date. This guidance was last updated in April 2026.
This document contains guidance for handling personally identifiable research data under the UK General Data Protection Regulation (the ‘GDPR’) and data protection laws. It explains what participants need to be informed of when taking part in research studies, the lawful basis for processing personal data in research, consent, what safeguarding measures to protect data should be used, information on retention, deletion and anonymisation and where to go for advice. It also includes advice on what to include within Participant Information Sheets in order to meet our obligations
About data protection laws
The UK GDPR is the law that sets out the requirements for the protection of personal data within the UK. The Data Protection Act 2018 (the ‘DPA18’) contains additional provisions and requirements for the processing of data in the UK as well as the powers of the UK data protection authority (the Information Commissioner’s Office or ‘ICO’). 
Data protection laws apply to organisations that process personal data (‘Data Controllers’). The University of Reading is a Data Controller of personal data handled by the University.
As defined in the law, and for the purposes of this guidance, any actions taken with personally identifiable data, including the collection, recording, organisation, structuring, storage, adaptation or alteration, retrieval, consultation, use, disclosure by transmission, dissemination or otherwise making available, alignment or combination, restriction, analysing, pseudonymising, coding, sharing, erasure or destruction are referred to as ;Processing’, ‘process’ or processed’.
Research studies at the University must meet the requirements of both the GDPR and the DPA18.
This guidance relates to all personal data processed by the University of Reading (including the Henley Business School, subsidiaries and undertakings) and being handled by those working for or under the instruction of the University, including PGR students. 
The University must ensure that handling of personal data used for research activities is done in accordance with our legal obligations including those set out in the GDPR, the DPA18, and Article 8 of the Human Rights Act. This is in addition to general ethical principles concerning consent and common law duties of confidence.
The requirements in this document set out the actions needed to ensure we can meet these obligations and offer guidance and advice on data protection compliance for researchers. This document should be read in conjunction with guidance and advice on Research Ethics and is supplementary to any advice or requirements of the University Research Ethics Committee (UREC) and your School Research Ethics Committees (RECs). 
What is personal data?
Data protection law defines personal data as being:
“Any information relating to an identified or identifiable natural person (‘data subject’); an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identifier such as a name, an identification number, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person.” 
Data protection law also separately defines special category (or sensitive) personal data as being: 
“Data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union membership, and the processing of genetic data, biometric data for the purpose of uniquely identifying a natural person, data concerning health or data concerning a natural person's sex life or sexual orientation.” 
The majority of research studies involving human participants will involve the processing of personal data.
Research studies involving any information pertaining to mental or physical health or status or special characteristics may involve the processing of special category data.
If you know specially who the data relates to, consider it personal data.
What are the data protection principles?
Data protection law is largely principle based. It sets out 6 core principles that must be met when handling personal data. These are that personal data must be:
1. used fairly, lawfully and transparently; 
2. collected for specified, explicit and legitimate purposes; 
3. adequate, relevant and limited to what is necessary for the purposes; 
4. accurate and, where necessary, kept up to date; 
5. kept in a form which permits identification of data subjects for no longer than is necessary for the purposes; 
6. kept secure with appropriate technical and organisational measures 
This document explains these requirements and provides instructions on how to address them in research activities involving the use of personal data.
Data protection law also requires organisations to show accountability for these principles being met. Ethical approvals, data management plans, ensuring you are up to date with you’ your training, and good governance of identifiable research data are all examples of evidencing this.


Principles 1 and 2 - Fairness, lawfulness, transparency, and purpose limitation 
These principles are about ensuring we are clear with participants on what will happen with their personal data, why we are collecting it, our basis for doing so, and what we are collecting it for.
In a research context, these are ordinarily addressed via your Participant Information Sheets and any communications you are delivering to your participants as part of routine ethical practices. These ensure we are transparent about what we intend to do, and that when a participant consents to take part in a study, they do so after being fully informed.
It is not necessarily the case that the below need to be delivered in a set format or in a particular way. What is important is that your communications to participants do cover the requirements.
Some of these requirements are specific to those set our within data protection law and often referred to as ‘privacy notices’ or ‘fair processing information’. 
Some of these are applicable to all research activities and some will be dependent on what you are doing and case by case based on the activities undertaken in your particular study.
The fair processing requirements are that where we will be processing personal data, that we provide research participants with:
 	The name and contact details of our organisation;
 	The contact details of our Data Protection Officer;
 	The purposes of the use of personal data;
 	The lawful basis for the use of personal data;
 	The categories of personal data obtained;
 	The recipients or categories of recipients of the personal data (to include third parties the data may be shared with);
 	The details of transfers of the personal data to any third countries or international organisations (if applicable);
 	The retention periods for the personal data;
 	The rights available to individuals in respect of their personal data;
 	The right to withdraw consent (if applicable);
 	The right to lodge a complaint with a supervisory authority (the Information Commissioners Office);
 	The source of the personal data (if the personal data is not obtained from the individual it relates to – exemptions from this requirement may apply to data passed to us by another for research purposes, seek advice from your Data Protection Officer if in doubt);
 	The details of the existence of automated decision-making, including profiling (if applicable)*. Please note that this is unlikely to apply unless we are making decisions about participants that rely solely on automated means with no human oversight.
*More information on automated decision making can be found here: 
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/individual-rights/automated-decision-making-and-profiling/

IMPS have provided researchers with suggested text for inclusion in your Participant Information Sheets (PIS) which you may, if applicable to your study, need to tailor to account for who the personal data will be shared with (for example, other research organisations or Universities) and if the personal data will be shared with organisations based outside the UK and EEA or to countries that may present risks.
This is included in Appendix A of this guidance.
Transparency exceptions for personal data used for research purposes 
Data protection laws recognise that in the context of research “it is often not possible to fully identify the purpose of personal data processing for scientific research purposes at the time of data collection. Therefore, data subjects should be allowed to give their consent to certain areas of scientific research when in keeping with recognised ethical standards for scientific research.”
This means that where being explicit about the differing purposes of a study would be prejudicial to the research objectives or outcomes, you can be less specific. This only applies where the prejudice can be clearly evidenced and where this is the case, it should be explained in any research ethics or project documentation
Advice on ‘opt-out’ participation approaches and transparency requirements 
Transparency obligations should be considered for studies that involve informing participants of a research study to be undertaken and assuming that they (or their children) are happy to take part if they do not object (or opt-out). 
We must be able to evidence that research participants were made aware of how their data would be used at the point it is collected for research purposes. If you are embarking on a research project that uses an ‘opt-out’ approach to research participation, you must be confident that participants have read and understood this information and be able to demonstrate and evidence that this information was provided to, and received by, the participants.
The lawful basis for personal data used for research
Data protection law requires us to state our ‘lawful basis’ for using personal data and communicate this to research participants. 
Within data protection law, there is a legal basis where processing of personal data is “necessary for the performance of a task carried out in the public interest or in the exercise of official authority” 
The University, as a public authority, has public tasks drawn from the University Charter to advance education, learning and research, and to make provision for research and the advancement, preservation, dissemination and application of knowledge, including innovation and the provision of advisory services for or in conjunction with other institutions, organisations or public bodies.
This basis will, in the majority of cases, be the most appropriate lawful basis for the processing of personal data for research purposes. 
If you are collecting special category data as defined within the GDPR then the lawful basis for handling personal data for research purposes is public task in the public interest and for scientific or historical research purposes. 
It is important to note that reliance upon the public task lawful basis, and the need for processing for the performance of a task carried out in the public interest does not automatically mean that the requirements of the common law duty of confidentiality have been met. The requirements of data protection legislation apply alongside the requirements of the common law duty of confidence, and both must be satisfied’ and this should not conflict with ethical requirements for research studies. 
What about ‘consent’. I thought this was the basis we collect and use research data?
It is important not to confuse consent sought for other purposes e.g. an ethical or common law requirement, with the lawful basis for processing under data protection legislation. 
Relying on consent as the lawful basis under data protection law has ramifications that could be detrimental to research activities. If processing of personal data in research relies on consent, it must be able to be easily withdrawn at any point. This is different from withdrawing from the study itself which is a right dictated by ethical practices. Withdrawing consent for the further use of personal data could mean individual participant data must be removed from stages of analysis, i.e. if that consent is withdrawn, you will have to delete the data, and will have no lawful basis for retaining it regardless of how detrimental this would be to the research involved. There are also implications of relying on consent for data use when considering rights that individuals have under data protection law (see Data Subject Rights section below for more information).
For this reason, although consent is required for standard ethical research practice reasons, it is generally not the lawful basis of consent within data protection laws that we rely on for the processing of the personal data.
Participants should be advised of the right to withdraw from a research study as before, and in addition to this have the lawful basis for retaining data collected during the study explained clearly to them, along with their right to object. 
Participants will still have a legal ‘right to object’ to their data being held or further used for public task purposes. If we are able to delete data without detriment and there is no public or legitimate interest in refusing such a request, then we must do this. However, if we do have grounds to retain the data, then we will need to explain the reasoning; this is likely to involve your Data Protection Officer and as such requests will need to be routed through your Information Compliance team (IMPS). Use of personal data within research activities is subject to safeguards and additional requirements at all times to protect the fundamental rights and freedoms of the research participants. These include measures to ensure that participants are clear on how the data will be used, who it may be shared with, ensuring the confidentiality, security, and integrity of the data, as well as having robust processes for minimising the use of personal data and not retaining it beyond legitimate need. These are covered in the sections below. More guidance on how to communicate the lawful basis for the use of research data can be found within Appendix A.
The use of ‘opt out’ approaches in respect of research participation will still be subject to Ethics approval and should not be confused with the legal basis on which we can use the data itself.
When might we rely on consent or any other lawful basis? Are there any exceptions?
Where participant data is collected for purposes other than the research study in question, consent may be required and appropriate. An example would be where participants are also asked if they agree to be added to a register of participants who are willing to be contacted about future studies or to invite them to University events. You will also need consent if you plan to use the details to contact participants for marketing purposes, for example advertising school events, promoting courses or employment opportunities at the University, or for purposes other than those directly relating to the study in hand. However, the inclusion of consent for purposes such as these will be subject to approval by the ethics committee who will take a view on whether the additional purposes are appropriate in the circumstances. These additional purposes must be separated on the participant consent form to allow the participant to consent to these separately. This is to ensure that the consent is freely given, specific, informed and by way of an affirmative act and not tied into (a condition of) agreeing to take part in the research study.
Should a participant change their mind about being held on a register or marketing list, they will be able to withdraw their consent, and should be removed from lists used for those purposes as soon as possible. If you recruit or communicate with research participants through email you should be aware that their email address may contain their personal information, and the content and context of the email could reveal further personal information by the nature of the research. To avoid unauthorised disclosures of personal information the BCC function for emails should be used where appropriate.
You may also be relying on consent in the event of asking if the participant is content for their information to be shared with their GP or healthcare provider, for example within studies that involve activities that could identify health concerns.
In any event that personal data needs to be shared due to a very serious concern for welfare or threat to life, an alternative basis of ‘vital interests’ may be relied upon if consent is not possible or appropriate.
Principle 3 – Adequate, relevant and not excessive
This principle is concerned with only processing personal data if it is necessary, and if it is, only the minimum of personal data that you need to conduct your study.
Do you need to collect and use personal data? 
When planning your research consider whether you need to know the identity of your research participants. If it is not necessary to collect personal data, and your research can be done without collecting any personally identifiable information, you will hold anonymous data only (see further information in anonymisation) and the laws governing personal data (the GDPR) will not apply. 
Due to many research studies requiring the delivery and collection of consent forms which will be identifiable, it is most likely that you will be processing personal data.
An example of a truly anonymous study could, for example, involve an in-person survey being undertaken where no personal details are asked for and where responses are not identifiable, or the use of data collected via platforms where participant data is already anonymous, and you cannot know who it relates to, for example via some research platforms that do not tell us who the participants are.
How much personal data do you need?
If you do need to collect personal data, you should only collect personal data where it is necessary for the purposes of your research. This data must be “kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed”. 
You should also consider how specific your personal data needs to be. If you are collecting people’s ages as part of your research consider whether you could ask for an age bracket, their age in years, or their date of birth. Asking for an age bracket or age in years will mean less personal data is collected. Only ask for specific dates of birth where they are vital to your study and be prepared to evidence this if asked. Similar considerations should be given to addresses, where partial addresses could be used instead. 
Where you are interested in specific physical or mental conditions, consider whether a higher level category could be presented as a choice, rather than a free text box that encourages a more detailed disclosure by the participant. Give due regard to data minimisation principles when utilising free text boxes for participant responses. These may encourage over sharing of personal information and selected fields of drop downs may be a method of avoiding this. 
Know your objectives and purposes for the data in advance. Have your purposes for collecting any personal data clearly set out before you begin collection. You should avoid collecting superfluous personal data on the assumption that you may find a need for it later. 
Avoid unnecessary duplication of personal data If you need to make copies, ensure that these are also deleted or minimised and that any additional copies are deleted.
If you are pre-screening participants to establish if they qualify to take part in your study (for example, to rule out certain medical conditions or similar) and they cannot take part, consider if you still need to retain these details for long periods if they are not necessary for your study.
Principle 4 – Accurate and up to date
Personal data must be “accurate and, where necessary, kept up to date; every reasonable step must be taken to ensure that personal data that are inaccurate, having regard to the purposes for which they are processed, are erased or rectified without delay”. 
Researchers should take care to check that the data obtained from a research participant is correctly recorded. We cannot be held accountable for inaccurate data given to us by the participants themselves, for example a misspelt name, address or email, but should the participant later inform us of an error, this must be rectified as soon as possible. 
It is also important to note that data can be considered accurate at the time it was recorded, or as a historical record of events. For example, if we have a record of a previous address, this is not necessarily inaccurate, but a record of the information obtained at that time. A current address marked ‘current’ does not necessarily mean that the previous address needs to be deleted, providing we have a legitimate reason to retain it. 
Where correcting inaccurate data is technically challenging it may suffice to add an annotation or note to the record to make it clear that we have received a correction and to record this somewhere it can be easily visible to those that need to view it for the purposes. Care must still be taken to not take actions based on the data known to be historic or out of date – for example contacting a participant at a previous address. Take extra care when recording contact details, in particular email addresses, to avoid risks of sending sensitive information to the wrong recipient (bearing in mind that a mere association with a particular research project could in itself be sensitive information).
Principle 5 – minimising the use of personally identifiable data
This means you will need to collect only the minimum of personal data to begin with and wherever possible, remove the personally identifiable data when it no longer serves a purpose. 
One example of this would be assigning a unique reference to each participant (a pseudonym) and once all the necessary data is gathered, deleting the identifiable information collected for each participant when this is no longer required. 
Once this is done, the pseudonym ID serves to differentiate each participant from the others but cannot be used to directly identify any participant in the working dataset. Keeping the pseudonymised or coded working data separate from the raw identifying data that matches it to participants is one example of a data minimisation technique and a common best practice when working with identifiable participant data.
Anonymisation and pseudonymisation – what is the difference?
Anonymous data is not subject to data protection laws such as the GDPR. 
Pseudonymised data is, and remains personal data by definition if it still relates to an identifiable person. 
It is common practice that participant data travels through several stages during a research study, from personal data, to coded or pseudonymised working data, and then to anonymised data that can be published at no risk of identification to the participant.
‘Anonymous’ in data protection law terms means that the data cannot be related to an identifiable participant.
‘Pseudonymised’ means we may have applied a ‘key’ or unique reference to a participant but the researcher, University (or someone else if a collaborative study involving other parties) are still able to match that reference back to an individual. 
If one party (for example, researchers at the University) share data that has been pseudonymised or coded with another party, and the receiving party have no means at all to identify who the data relates to, it will still fall under the definition of personal data whilst in the possession of those with the key or ability to identify who it relates to.
It will also still fall under the definition of personal data if the receiving party could use other available data (for example, other research datasets or published information) to decipher who the data relates to. 
Careful consideration must be given to whether the receiving party could, or have the means to, relate this back to a participant. If there is a possibility they could – and in particular if they need to be able to for the purposes of the collaborative study – the pseudonymised data must be treated as personal by both parties.
Where there is a high degree of confidence that the receiving party will have no means of identifying who the data relates to, it can be considered anonymous data in the hands of the other party.
More detailed guidance can be found at: ICO Anonymisation guidance
Referencing ‘anonymous’ or ‘anonymised’ in your PIS.
When explaining your study to your recipients – for example within your research documentation and Participant Information Sheets - avoid using the phrases ‘your answers will be anonymous’ or ‘your data will be held anonymously’ if you will be collecting or holding personal data, whether directly, or in pseudonymised form. 
Only use these phrases where the data will be truly anonymous from the offset – being if you do not know whose answers they are, or who the data relates to. 
Instead it is more accurate and advisable to let participants know that their personal data will be held ‘securely and in confidence’. 
You may want to communicate who will have access to the personal data and that this is limited to several internal researchers or a specific University team or department  - however, we would advise that you are careful to not commit to only specific named individuals processing the data, as this can cause problems with transparency if for any reasons the study needs to be widened to other staff or teams. 
As you will need to meet the data minimisation principle, you could explain that their identifying personal data will only be held for as long as it is necessary to complete the research study. Explain who the personal data may be shared with externally (see Data Sharing section below) and if applicable, that this will only be shared ‘in a format that will not identify you to the other party’ (pseudonymised) and ‘only where agreements are in place to protect the data and keep it secure’. 
If you are then going to retain truly anonymous or aggregated data, you can retain this indefinitely providing that it does not relate to any identifiable individuals. You do not need participant consent to retain or share truly anonymous data, or to publish within research repositories. You may wish to include details of what anonymous data outputs are used for in your information sheet, if you felt it would benefit the participant, but this is not required under data protection law if it is anonymous.
Avoid asking for any types of consent for the publication, re use or sharing of anonymous data – it is not required and can be detrimental to making anonymous research outputs available for re-use.
Data protection laws are no barrier to the sharing of anonymised research data, whether in institutional repositories, research publications or otherwise. If unsure, seek advice from the University Data Protection Officer. More information on anonymisation can be found in the Information Commissioner’s guidance https://ico.org.uk/media/for-organisations/documents/1061/anonymisation-code.pdf
More information on the preservation and sharing of research data can be found at: https://libguides.reading.ac.uk/researchdata/sharing-data
Identifiable research data – interview recordings, transcripts, and unstructured and qualitative research participant data – and publications.
In some cases, in particular with qualitative research data, it can be more challenging to fully anonymise participant personal data. Interviews and freeform/free text responses to questions, and images of individuals can include details relating the participants identity, characteristics or circumstances, location, occupation, or history that could pose risks that they will be able to be identified even with direct identifiers (such as name or NHS number) removed.
In these instances, providing that the information provided to participants is clear on what may be published, and who may be granted access, the University makes provision for restricted access repositories. These can be used for research data that cannot be anonymised, and have additional restrictions and requirements placed on other researchers that request to access the data.
More information on restricted datasets can be found at:
https://libguides.reading.ac.uk/researchdata/archive
Retention and deletion of personal data
Personal data must be ‘kept in a form which permits identification of data subjects for no longer than is necessary for the purposes for which the personal data are processed’.
This means that that you will need to consider at what point the personal identifying data of your participants can be anonymised. This should be the point at which you no longer need to retain personal details for a legitimate purpose and if so, all personal identifying data should be deleted. 
In some cases you may have a legitimate reason to retain participant personal data for longer periods, for example for studies that require follow ups or comparative studies at later intervals. Where this is the case, this should be explained to the participants at the outset. 
Where personal data is retained, data minimisation principles apply (see Data Minimisation). Prescriptive retention periods for ‘all research data’ are not required for the purposes of data protection compliance and may be detrimental to the ability to use research outputs for future legitimate purposes. 
Assurances that ALL research data will be destroyed after a specified number of years are not necessary and should be avoided. 
Instead, participants should be informed of the measures that will be taken to minimise the amounts of personal data being used during the research study, and advised of an indicative maximum time that the personally identifiable information will be stored for these purposes (remember this will include any pseudonymised data). 
Example wording for information sheets can be found in Appendix A. You will be responsible for ensuring that data is stored in a manner that enables retention and deletion to be effectively managed if you depart the University. 
Retention exceptions for personal data used for research purposes 
Personal data may be stored for longer periods insofar as the personal data will be processed solely for “archiving purposes in the public interest, scientific or historical research purposes or statistical purposes. This means where you have legitimate and evidenced reasons for retaining personal data for longer, you can lawfully do so; but this can only be done where you have appropriate safeguards in place to protect it (such as data minimisation and adequate security protections) and providing that you identified a point at which retention of that data will be reviewed (a retention schedule or plan for example).
Principle 6 – Security of personal data
It is vitally important that research data containing personally identifiable information is collected, held, shared and disposed of securely.
Access to research data should be limited to a strictly need to know basis. If you are storing research data on University property or within the University IT estate, ensure that you have considered who can access the data and how it can be disposed of or deleted when no longer needed. 
You should avoid working with personal or sensitive research data on personally owned devices (those not issued or managed by the University). You must use a University managed device if available,
If not possible, and you are working on a personal device you must follow the University Information Security Policies: http://www.reading.ac.uk/internal/imps/policiesdocs/imps-policies.aspx IT have guidance on accessing your files through the Virtual Private Network (VPN) here: https://www.reading.ac.uk/internal/its/help/its-help-networks/pcsecurity-setupvpn.aspx
You must ensure that you remain up to date with all University data protection and security training. Staff that have access to the University learning platform ‘UoRLearn’ can check if they have any training overdue. 
It is the responsibility of staff to ensure that any researchers they are supervising who may not have access to the UoRLearn platform, to request a temporary account for the researcher in order that this can be completed via uorlearn@reading.ac.uk
The University have a number of information security policies and all those conducting research should ensure that they have read and understood these policies. These can be found at: https://www.reading.ac.uk/imps/information-compliance-policies
All researchers must be alert to cyber threats, including unsolicited or suspicious emails or links and follow all guidance issued by Digital Technology Services.
Never share your login and password details for any accounts that you use for University research activities.
Email accounts must not be auto forwarded to personal accounts. If you are advising your participants that their information is being held securely by the University of Reading, it should not be within your personal non University accounts that are not subject to University governance or protections.
Research survey and data collection tools
In many cases, an external supplier providing a tool for the collection of personal data will be act as ‘data processor’ as defined within data protection law.
In simple terms this means that the University (as the ‘Data Controller’) decides the purposes for the data collection, and the supplier (as the Data Processor) provides the means for processing that data on our instruction. 
Under data protection law we are required to only use suppliers providing “sufficient guarantees to implement appropriate technical and organisational measures […] and ensure the protection of the rights of the data subject”. 
When you use an externally hosted tool for conducting research surveys or questionnaires, the University will in many cases remain responsible for ensuring the provider of that tool is meeting all obligations in respect of security and data protection compliance. Before using any third party to handle personal data for our purposes we must ensure that:
· We have conducted necessary due diligence on the security and data protection measures of that provider. This can include requesting evidence of staff training, policies and procedures, technical security, how the data will be stored, shared and disposed of, and necessary limitations on further use.

· We have written terms in place with that provider that include how they will keep information secure, that the data will not be used for any other purposes without consent, that the data will remain under the control of the University and not be retained beyond our instructed use, and that the supplier will assist with security incidents and data subject access requests. These contractual terms are ordinarily  reviewed by procurement where the platform constitutes the use of a supplier. 

· We have suitable safeguards in place for any transfers of personal data outside of the UK to restricted countries (those with inadequate data protection laws) 
If you are collecting data via an online or digital survey tool you will still need to provide participants with a privacy notice before they begin the survey. You will need to establish how the data will be handled after the survey is completed and the data has been extracted. How can it be deleted from the survey tool platform? Is it your responsibility to do this or is there a default delete after a set period of time? Commonly used research survey tools are Online Surveys, RedCap, Qualtrics, and Survey Monkey. If you have a query about using an online research survey tool please contact IMPS.
Bear in mind that suppliers or research tools may claim to be ‘GDPR compliant’ or show evidence of appropriate security measures but can still lack the requirements within UK law for transfers to a Data Processor. If in doubt, seek advice from imps@reading.ac.uk.
Accountability and Data Management Planning
Data protection law requires an organisation (or Data Controller) to be responsible for, and to be able to demonstrate compliance with, the data protection principles.
A Data Management Plan (DMP) can assist researchers with planning for the management and sharing of participant-based research data in compliance with University research ethics and data protection requirements.
If your study is subject to ethical approval, you may be asked to complete a DMP as part of your submission. 
One aspect of a DMP is to work through how and what data will be collected, how it will be handled securely, and how it will be anonymised to make it suitable for re-use. This structured format should assist you with working through the principles and themes discussed in this guidance.
Documenting these steps will act as robust evidence of accountability for ensuring that personal data is being protected within research activities.
More information on Data Management Planning can be found at:
https://libguides.reading.ac.uk/researchdata/planning
Sharing of personal data
Where personal data is shared with individuals, companies, other research institutions or any other third parties to the University it will constitute a disclosure of the information from the University (as Data Controller) to another party. 
We have a responsibility to ensure that personal data is shared securely and only with those who can evidence that they will also handle the data in line with all the above data protection principles. Contractual clauses of terms within contracts and/or information sharing agreements with collaborators or other third parties receiving personal data are ways in which this necessary due diligence can be evidenced and should always be put in place. 
These agreements serve to ensure that all parties are clear on what their respective obligations and responsibilities for data protection are. If you are sharing personal data for research purposes and need advice consult with the Research Engagement and Innovation Office (REIO) or you can contact the University Data Protection Officer.
More information on the statutory code of practice for information sharing, issued by the Information Commissioner’s Office can be found here:
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/data-sharing-a-code-of-practice/
Data Subject Rights – the rights participants have regarding their own personal data
Individuals have certain rights under data protection laws. These are:
 The right to be informed (transparency about their data and its uses);
 The right of access (to request a copy of their data);
 The right to rectification (to have inaccuracies corrected);
 The right to erasure (to request deletion of their data);
 The right to restrict processing (to pause processing or stop use);
 The right to data portability (not applicable in a research context)
 The right to object (to processing, in some circumstances), and
 Rights in relation to automated decision making and profiling. 
There are exemptions within the law from some of these rights where personal data is used for the purposes of research. 
This is because some of these rights would be prejudicial to the research purposes and objectives – in particular, for example, the rights to erasure. 
However, the exemptions are qualified, and only apply where this would be the case. This means we inform participants of these rights, but it does not mean that we are obliged to delete data if this is the case.
Many of the requests made in exercise of these rights must be responded to within 1 month. If you receive a request from a participant to exercise a right under the GDPR or other data protection laws, please consult with your Data Protection Officer via imps@reading.ac.uk as soon as possible.
Where to go for help and advice
Within the University
Information Management and Policy Services (IMPS)
imps@reading.ac.uk
0118 378 8981 
For advice on data protection laws and requirements and to contact the University Data Protection Officer 
University Research Ethics Committee (UREC)
urec@reading.ac.uk 
For advice on research ethics practices. Please contact your school REC in the first instance.
Research Data Management 
researchdata@reading.ac.uk
0118 378 4141
For advice on research data management, preservation and sharing
External sources of advice 
Information Commissioners Office
https://ico.org.uk/
The UK data protection regulatory authority have a wealth of guidance and advice on their webpages.
Here you can also find guidance on anonymisation 
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/anonymisation/
https://ico.org.uk/for-organisations/uk-gdpr-guidance-and-resources/data-sharing/anonymisation/how-do-we-ensure-anonymisation-is-effective/#considerwhoelse

UK Research and Innovation (UKRI) Medical Research Council
https://www.ukri.org/councils/mrc/facilities-and-resources/find-an-mrc-facility-or-resource/mrc-regulatory-support-centre/using-data-about-people-in-research/
Health Research Authority (HRA)
In some instances if you are conducting research in connection with the HRA, you will be required to follow the below linked advice and templates for delivery of transparency information as a condition of funding or sponsor.
https://www.hra.nhs.uk/planning-and-improving-research/policies-standards-legislation/data-protection-and-information-governance/gdpr-guidance/templates/transparency-wording-for-all-sponsors/
The HRA can currently insist that their own transparency wording is used for those projects.
This will replace the PIS wording IMPS include in Appendix A which should not be used in addition to the linked instructions above.
Queries relating to the HRA instructions should be referred to the HRA.
Available Training
Training for staff and researchers acting under the supervision of staff is available on the University Learning Management System, UoRLearn. Those working with personal data should complete the mandatory courses in Data Protection and Information Security.
Please note, if you are an undergraduate or post graduate researcher, your supervisor may need to request that you are given access to these courses via UoRLearn@reading.ac.uk.
https://www.reading.ac.uk/human-resources/people-development/new-staff-central-induction/mandatory-training
The University also provides an e-learning course on Data Management Planning, which can be found at:
https://libguides.reading.ac.uk/researchdata/support












APPENDIX A
Data Protection (transparency) information for Participant Information Sheets
Guidance for researchers
What is this for?
Data protection law requires those working for, or under the auspices of, the University of Reading (as the Data Controller) to ensure that transparency information is delivered to those participants that provide us with their personal data for use in research activities.
This is often referred to as a ‘Privacy Notice’ or ‘Fair Processing Notice’
In the context of research studies, this can be incorporated into the messaging provided in your Participant Information Sheets.
The law dictates the specific details to be delivered, and the rights individuals have in respect of their personal data.
Some of these rights are limited when connected to research data, but only to the extent that upholding those rights (for example, the right to request erasure of data) would be prejudicial to the research objectives. For this reason, all rights are explained with the caveat that some may be restricted.
When is it required?
The transparency information must be delivered by the Data Controller for the personal data. In simple terms, if the University (or a researcher working for the University) is deciding why the data is needed, what to collect, and collecting this from the individuals concerned, it will be the Data Controller, and responsible for including the transparency information.
In some instances, personal data may be collected by another organisation or party, who may act as the Data Controller, and therefore be responsible for the delivery of the information and may provide their own PIS and/or transparency wording. 
Do I have to use the exact wording in this guidance document?
The below suggested wording aims to ensure the necessary transparency information is covered with the Participant Information Sheet. Providing these are covered within the participant facing information, you have the discretion to decide on the exact wording. You can take into account your audience and the structure of your participant facing information and are free to decide on the order and placement of this information. If you are delivering the information to those that may benefit from a simplified version, you can amend, but must be sure to include the key information as detailed on Page 3.
What needs to be included in my Participant Information Sheet?
The below information within the grey box should be added to all Participant Information Sheets. You will need to add your research study contact address where highlighted.The organisation responsible for protection of your personal information is the University of Reading (the Data Controller). Queries regarding data protection and your rights should be directed to the University Data Protection Officer at imps@reading.ac.uk, or in writing to: University of Reading, Information Management & Policy Services, Whiteknights House, Pepper Lane, Whiteknights, Reading , RG6 6UR, UK.
The University of Reading collects, analyses, uses, shares and retains personal data for the purposes of research in the public interest. Under data protection law we are required to inform you that this use of the personal data we may hold about you is on the lawful basis of being a public task in the public interest and where it is necessary for scientific or historical research purposes. If you withdraw from a research study, which processes your personal data, dependant on the stage of withdrawal, we may still rely on this lawful basis to continue using your data if your withdrawal would be of significant detriment to the research study aims. We will always have in place appropriate safeguards to protect your personal data.
If we have included any additional requests for use of your data, for example adding you to a registration list for the purposes of inviting you to take part in future studies, this will be done only with your consent where you have provided it to us and should you wish to be removed from the register at a later date, you should contact: XXXX
You have certain rights under data protection law which are:
•	Withdraw your consent, for example if you opted in to be added to a participant register
•	Access your personal data  or ask for a copy
•	Rectify inaccuracies in personal data that we hold about you
•	Be forgotten, that is your details to be removed from systems that we use to process your personal data
•	Restrict uses of your data
•	Object to uses of your data, for example retention after you have withdrawn from a study
Some restrictions apply to the above rights where data is collected and used for research purposes. 
You can find out more about your rights on the website of the Information Commissioners Office (ICO) at https://ico.org.uk
You also have a right to complain the ICO if you are unhappy with how your data has been handled. Please contact the University Data Protection Officer in the first instance.



In addition to the above, there are some requirements that vary case by case dependant on your research project. You will also need to ensure that the below are explained in your Participant Information Sheet.
The purposes of the use of personal data (what the study is for)
It is likely that you will explain the purposes of the study to your participants as standard within your Participant Information Sheet or other participant facing information. Providing this is covered you will have met this requirement. You have discretion on this wording.
The categories of personal data that are not obtained directly from the participant (if applicable)
This will only apply if your are collecting or obtaining personal data of your participants from someone other than the participant (or in the case of children, someone other than their parent/guardian)
For example, if your study involves obtaining personal data from the NHS, but you are delivering the transparency information, you should be clear that the NHS are sharing data they have collected with the University. 
If you are collecting the personal data from your participant’s directly, you can omit this requirement, as it is not applicable.
The recipients or categories of recipients of the personal data
You should include information on who will have access to the personal data of your participants. We would advise that, internally, you keep this high level and not specific named research staff. For example, ‘researchers at the University that are involved in the study’.
If you intend to share personal data of participants outside the University, for example, other researchers at other Universities, or external organisations you are collaborating with, you should make this clear and name those organisations. 
The details of transfers of the personal data to any countries outside the UK and EU that have do not afford the personal data the same protections as within the UK.
If you are sharing personal data with an organisation based in the EEA, you can omit this as these countries have comparable protections.
If you are sharing personal data with organisations based in Andorra, Argentina, Faroe Islands, Gibraltar, Guernsey, Isle of Man, Israel, Jersey, New Zealand, Switzerland, Uruguay, and the Republic of Korea, you can omit this as these countries have comparable protections deemed adequate.
If you are sharing personal data outside of the above, include the below text in grey, and tailor as highlighted:This research study will involve the transfer of [insert categories of personal data here] to [insert name of organisation] who are based in [insert country]. We will only transfer personal data where we have ensured that we have in place suitable safeguards as required under law to ensure they also protect your personal data.


The retention periods for the personal data
Please refer to the above guidance on ‘retention and deletion of personal data’.

You have discretion to include information that reflects your own retention needs.

If unsure, the below is provided and can be included, providing you have measures in place to ensure these assurances are met in practice:
Retention periods for the data that identifies you can be dependant on the nature of the research and our researchers may need to apply a case by case assessment to determine how long records and data should be kept. Your personal data will only be retained for as long as it is needed for the purposes of the research, and will always be held securely.


A note on exemptions
Data protection law makes provisions from exemptions from some of the transparency requirements for activities connected to research. These only apply in circumstances where meeting these requirements would involve a disproportionate effort or prevent or seriously impair the purposes of the research. They are unlikely to apply where complying with them would simply be inconvenient or require additional administrative work.
As these vary case by case, advice can be sought from imps@reading.ac.uk if you believe these may apply.
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